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1 Introduction 

This document sets out RES internal best practice for risk mitigation in BESS design. 

Based on available standards, construction and operation experience, RES has developed internal best practice 

to manage the safety of battery energy storage systems. 

 

It is important to be aware of hazards general to the power industry and specific to battery energy storage 

systems. 

The key hazards for battery storage projects are: 

• Thermal runaway - caused by mechanical or electrical abuse, or internal faults such as lithium plating 

of cells, resulting in spontaneous internal short circuits.  

• High DC fault currents - Short circuit currents from banks of batteries can be in the range of 100kA – 

150kA or more. 

• Live working - The source of charge of a battery can never be completely isolated. 

It is equally important to understand that these inherent hazards can all be controlled through appropriate 

design and operation procedures and RES is actively collaborating with both BSI/IEC and EPRI in the 

development of standards and best practice guidance.  

 

2 Hazard mitigation analysis, risk mitigation & 

layers of protection 

During detailed design RES projects undergo Hazard Mitigation Analysis (HMA), like Failure Mode and Effects 

Analysis or HazID, HazOP and LOPA) to identify hazards, and improve design to reduce risk.  

 

2.1 Substitution 

Lithium-ion batteries have a number of different potential chemical make ups – some of which are listed below: 

• NMC – lithium nickel manganese cobalt 

• NCA – lithium nickel cobalt aluminium 

• LFP – lithium iron phosphate 

• LMO – Lithium manganese spinel 

• LTO – lithium titanate 

Each chemistry has different effects on characteristics of the cell like cost, energy density, cycling life, thermal 

stability and specific power. NMC and LFP are the most common chemistries for stationary energy storage and 

while both have intrinsic hazards it is easier to make LFP cells safer as: 

• They have greater thermal stability, going into thermal runaway at higher temperatures 

• Produce less oxygen during electrolyte breakdown, reducing the risk of combustion 

 

Following the hierarchy of control RES substitutes less thermally stable li-ion chemistries like NMC, for the more 

thermally stable LFP 

 

2.2 Engineering controls 

Design methods to address these hazards identified by the HMA can include: 
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• Protection and control layers through the system, rack and module Battery Management Systems and 

rack level contactors and fusing. 

• Coordination of DC protection between the batteries and PCS including appropriate insulation 

monitoring and arc-flash assessment 

• Ingress Protection rating to match the local installation environment 

• Site design to mitigate any external hazards (i.e. vehicle collision, lightning strike, rodent damage) 

• NFPA 855 and IEC 62933 safety design standards in conjunction with UL9540A test methods and results 

should be followed to design storage systems to mitigate effects of fire and explosion. 

• Explosion prevention and control (such as active deflagration prevention control or passive 

deflagration venting), used as an additional measure to mitigate effects of explosive atmospheres in 

battery containers. 

 

The design of RES’ BESS adopt the following layers of protection against failure as standard, to reduce the risk 

of hazards impacting people and environment: 

• Module level monitoring of voltage and temperature via a local battery management system (BMS). 

• A secondary BMS at the rack/string level to monitor module operation and allow automatic 

disconnection of electrical contacts. 

• Monitoring of battery storage enclosure environment and/or cell temperature ensuring system stability 

using RES’ proprietary Energy Management System, RESolve. 

• A flammable gas detection system capable of warning of an explosive atmosphere present in the 

system and activating forced ventilation. 

 

In the event these layers of protection fail, fire suppression can reduce the impact of those failures. Design 

should be informed by Fire Risk Assessment and can include: 

• A fire detection system equipped with smoke and heat detectors able to rapidly alert system operators. 

• A fire suppression system capable of mitigating fires in the unit not caused by thermal run-away (note: 

oxygen is not required for thermal run-away to propagate) 

• A system to allow application of water in the event of a thermal run-away event to help absorb the heat 

generated, such as dry type sprinkler systems. Though there are risks associated with fire service 

intervention in a fire due to the chemicals produced and water may be best used to further reduce the 

risk of propagation outside of the initiating enclosure.  

• Deflagration venting in the form of blast panels to mitigate the effects of an explosion should an 

explosive atmosphere form. 

All of the above conform with NFPA 855 and IEC 62933 safety design standards informed by UL9540A test data 

to ensure the site is designed appropriately to mitigate effects of fire. 

 

2.3 Administrative controls 

It is important to have robust operating procedures and to engage with the local emergency services to ensure 

that they are aware of the hazards, and the protection and control features of the BESS. RES projects 

development includes: 

• Ensuring appropriate signage as per NFPA 855, which includes but is not limited to: 

o Energy storage system identification sign, including type of technology, any special hazards, 

emergency contact information and suppression system type installed. 

o Location of all electrical power disconnectors. 

• Hosting regular site visits by local emergency services to familiarise themselves with the installation. 

• A premises information box positioned at a safe distance from the energy storage location and should 

contain the following information: 
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o Plans of the site. 

o Description of the site and buildings.  

o Information regarding the use of the site and significant risks.  

o Details of key personnel and emergency contact details. 

o Evacuation strategy within the local area. 

o Construction and layout including emergency access points and isolation systems.  

o Details of fire safety systems, alarms and suppression systems.  

• An Emergency Response Plan developed with the local Emergency Responders including clear 

instruction that Emergency responders should not enter or open containers once alight. 
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